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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the discovery and network selection procedures for access to 3GPP Evolved Packet Core (EPC) via non-3GPP access networks and includes Authentication and Access Authorization using Authentication, Authorization and Accounting (AAA) procedures used for the interworking of the 3GPP EPC and the non-3GPP access networks. 
The present document also specifies the Tunnel management procedures used for establishing an end-to-end tunnel from the UE to the ePDG to the point of obtaining IP connectivity and includes the selection of the IP mobility mode.
Editors Note:  The scope of the authentication between the UE and EPC to be specified in this document is FFS.

The non-3GPP access networks considered in this present document are cdma2000 HRPD  and Worldwide Interoperability for Microwave Access (WiMAX) , and any access technologies covered in 3GPP TS 23.402 [4]. These non-3GPP access networks can be trusted or untrusted access networks.
The present document is applicable to the UE and the network. In this technical specification the network is the 3GPP EPC.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
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3GPP TS 23.401: "GPRS enhancements for E-UTRAN access".

[4]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
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3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".

[6]
3GPP TR 29.803: "3GPP System Architecture Evolution: CT WG4 aspects (Stage3)".
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3GPP TS 24.234: "3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols; Stage 3".

[8]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3"

[9]
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses;"

[10]
3GPP2 P.R0001: "cdma2000 Wireless IP Architecture based on IETF Protocols", August 2000.

[11]
3GPP2 X.S0011: "cdma2000 Wireless IP Network Standard".
[12]
3GPP2 C.S0024-0: "cdma2000 High Rate Packet Data Air Interface Specification".

[13]
3GPP2 C.S0024-A: "cdma2000 High Rate Packet Data Air Interface Specification".

[14]
WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 2: "Architecture Tenets, Reference Model and Reference Points", November 2007.

[15]
WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3: "Detailed Protocols and Procedures", November 2007.

[16]
WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0, April 2007.

[17]
IEEE Std 802.16e-2005 and IEEE Std 802.16-2004/Cor1-2005: "IEEE Standard for Local and Metropolitan Area Networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems Amendments 2 and Corrigendum 1", February 2006.
[18]
IETF RFC 4306 (December 2005): "Internet Key Exchange (IKEv2) Protocol".

[19]
IETF RFC 3748 (June 2004): "Extensible Authentication Protocol (EAP)".

[20]
IETF RFC 4301 (December 2005): "Security Architecture for the Internet Protocol".

[21]
IETF RFC 4555 (June 2006): "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[22]
IETF RFC 4303, December 2005: "IP Encapsulating Security Payload (ESP)".

[23]
draft-ietf-netlmm-proxymip6-10.txt (February 2008): "Proxy Mobile IPv6".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[24]
draft-ietf-mip6-nemo-v4traversal-03.txt (October 2006): "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [8] apply:
Evolved packet core network
Evolved packet system
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AAA
Authentication, Authorization and Accounting

APN
Access Point Name

DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core Network
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name

HRPD
High Rate Packet Data

IEEE
Institute of Electrical and Electronics Engineers
IKEv2
Internet Key Exchange version 2

IPMS
IP Mobility Mode Selection

NAI
Network Access Identifier

NBM
Network based mobility management
UE
User Equipment

UICC
Universal Integrated Circuit Card

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access
WLAN
Wireless Local Area Network

WMF
WiMAX Forum

4
General
4.1
Trusted and untrusted accesses

It is an operator's choice whether an IP access network that connects to its EPC is a trusted or untrusted IP access network.

For a trusted non-3GPP IP access network the communication between the UE and the EPC is secure. For an untrusted non-3GPP IP access network the communication between the UE and the EPC is not trusted to be secure.

For a trusted non-3GPP IP access network, all communication between the access network and the EPC is transferred over pre-established secure links. For an untrusted non-3GPP IP access network an IPSec tunnel needs to be established on a per access basis, if required, to secure communication between the UE and the EPC.

Editor's note:
Whether and if there are other information in the classification of trusted or untrusted non-3GPP IP access network is FFS.

4.2
cdma2000 HRPD Access System

The cdma2000 HRPD system is a wireless mobile system developed under the auspices of 3GPP2. The cdma2000 HRPD system and its access network subsystem is compliant with 3GPP2 P.R0001 [10]. The protocol architecture and signalling of the cdma2000 HRPD system are specified in 3GPP2 X.S0011 [11] series which supports the cdma2000 HRPD air interface defined in 3GPP2 C.S0024-0 [12] and 3GPP2 C.S0024-A [13].

Editor's note:
At present it is unclear whether the cdma2000 HPRD UE is equipped with a UICC in order to access the EPC via the cdma2000 HRPD access network. The expected input for this will come from SA1.

4.3
WiMAX Access System

The WiMAX system is a wireless mobile broadband system developed under the auspices of the WMF and the IEEE. The WiMAX system and its access network subsystem are compliant with WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 2 [14]. The protocol architecture and signalling of the WiMAX system is specified in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [15] which supports the air interface defined in WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0 [16] specifying selected profiles of IEEE Std 802.16e-2005 and IEEE Std 802.16-2004/Cor1-2005 [17] that are to be supported. The WiMAX Access system correspond to the WiMAX Access Service Network (ASN) and to relevant interfaces, as defined in [15].
4.4
UE Identities
Editor's note:
This subclause is to detail the identities, based on TS 23.003 [2], needed by the UE to get services from and support of the EPC.

The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [2], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

5
Network Discovery and Selection
Editor's note:
The subclauses of this main clause will describe the network discovery and network selection procedures of the UE in the different non-3GPP access networks within the scope of 23.402. This will extend to both trusted and untrusted accesses. 
5.1
Access Network Discovery

5.1.1
General

5.1.2
UE procedures for Access Network Discovery

Editor's note:
This subclause describes the manner the UE discovers available non-3GPP access networks This discovery may be through employing the scanning procedures pertaining to a non-3GPP access network or through other methods pointed to in TS 23.402 [4]. There is no intent to detail the scanning procedures 
Editor's note:
The Network Discovery process is access specific. All non-3GPP access technologies within scope of this TS will be covered. The manner in which this is done ensuring there is no duplication with work done by individual SDOs specifying their access technology is FFS.

5.1.3
EPC procedures to support Access Network Discovery

Editor's note:
This subclause describes the required support functions the EPC provides for the UE to perform network discovery which may include the information the EPC must make available.

Editor's note:
The manner or interaction for the provision of information is not cover in this subclause but rather covered in the protocol subclauses.

5.2
Core network selection

5.2.1
General

5.2.2
Manual core network selection
5.2.3
Automatic core network selection

5.2.4
Core network selection for emergency case

5.2.5
User reselection

6.
UE – EPC Network protocols
Editor's note:
The subclauses of this main clause deals with the UE – EPC protocol specifics. However care will be taken to ensure no duplication of protocol specification is done here for what applies and is done in the SDOs that specify protocol signalling towards their non-3GPP access. Instead references will be made to the specifications of those SDOs. What must be covered here are the 3GPP specifics.
6.1
General
6.2
Trusted and Untrusted Accesses
Editor's note:
This subclause details what is needed and has to be done by the UE to determine and conclude on whether to attempt trusted or untrusted access.
6.3
IP Mobility Mode Selection
Editor's note:
This subclause describes the IP mobility mode selection process. In particular this subclause needs to cover the information needed and who shall provide such information and at what point in time. The criteria on which IP Mobility Mode is selected shall also be described.
6.3.1
General

IP Mobility Mode Selection (IPMS) consist of two components:
-
IP MM protocol selection between Network Based Mobility (NBM) and DSMIPv6
-
Decision on IP address preservation if NBM is selected
Upon initial attachment to a non-3GPP access and upon handoff to non-3GPP accesses, the UE performs IPMS by providing an indication during network access authentication for EPC. For trusted access, the indication is provided before an IP address is allocated to the UE, while in untrusted access network, the indication is provided during IKEv2 tunnel establishment with the ePDG

Note: The scenarios for mobility mode selection are described in subclause 4.1.3.2.1 and subclause 4.1.3.2.2 of TS 23.402 [4].
6.3.2
IPMS indication

The UE can provide indication for DSMIPv6 support only, NBM support only or support for both DSMIPv6 and NBM.

Editor's note:
It is FFS how the indication is provided by the UE.
Editor's note:
It is FFS if indication for MIPv4 is supported and if UE can indicate preference for a specific mobility protocol.

6.4
Access authentication and authorization in a trusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to a trusted non-3GPP access network (reference point S2a or S2c). Section 6.1.1 of 3GPP TS 24.234 [7] can be considered as a basis for this subclause.

6.4.1
General

Editor's note: This subclause will contain general information about the access to the EPC via trusted non-3GPP access networks.

6.4.2
UE procedures

6.4.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [7], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the STa and SWd reference points defined in 3GPP TS 23.402 [4] are considered to coincide. The SWd reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP TR 29.803 [6]. 

6.5
Access authentication and authorization in an untrusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures and tunnel management procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c).

6.5.1
General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.2.2.

6.5.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [7] can be considered as a basis for this subclause.

6.5.2.1
General

Authentication signalling for untrusted non-3GPP access to the EPC shall be executed between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [19].

Editor's note: The choice of an authentication protocol is FFS.

6.5.2.2
UE procedures

6.5.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [7], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the SWa and SWd reference points defined in 3GPP TS 23.402 [4] are considered to coincide. The SWd reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP 3GPP TR 29.803 [6].

6.6
UE - 3GPP EPC (cdma2000 HRPD Access)

Editor's note:
This clause and its subclauses is for detailing the protocols needs for cdma2000 HRPD. There is no intention to duplicate what, for the terminal to cdma2000 HRPD access network, is done in other SDOs eg. 3GPP2. The intention is to detail the exceptions and the additions needed for the UE to access and obtain services in EPC via that specific non-3GPP access.
6.6.1
General

6.6.2
Non-emergency case

6.6.3
Emergency case
6.7
UE - 3GPP EPC (WiMAX Access)
Editor's note:
This clause and its subclauses is for detailing the protocols needs for WiMAX. There is no intention to duplicate what, for the terminal to WiMAX access network, is done in other SDOs eg. IEEE. The intention is to detail the exceptions and the additions needed for the UE to access and obtain services in EPC via that specific non-3GPP access.
6.7.1
General

6.7.2
Non-emergency case

6.7.3
Emergency case
6.8
Communication over the S14
Editor's note:
This subclause will detail all the communications between UE and EPC over the S14 interface. The scope of this communication will be driven by what is the Stage 2.

6.8.1
General

6.8.2
Interaction with the Access Network Discovery and Selection Function

Editor's note:
This subclause will detail the protocol interactions between UE and the ANDSF over the S14 interface in trusted and untrusted non-3GPP accesses.

7
Tunnel management procedures
Editor's note:
This main clause and its subclause shall detail the tunnel management procedures and protocol for the access tunnel to the access network. In this subclauses only untrusted accesses shall be considered.

7.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [20]) established via an IKEv2 protocol exchange [18] between the UE and the ePDG. The UE may indicate support for MOBIKE [21]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [5].

7.2
UE procedures

7.2.1
Selection of the ePDG

The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG.

The procedure used by the UE to select an ePDG is the same as the procedure described in 3GPP TS 24.234 [7] for the selection of the PDG.

When building a Fully Qualified Domain Name (FQDN) for the DNS request, the UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [2].

In roaming case, if the UE has selected VPLMN ID for W-APN Operator Identifier (OI) and the DNS query fails, the UE shall build an FQDN with W-APN Operator Identifier (OI) set to HPLMN ID and shall perform a new DNS query to resolve the W-APN.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.

7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [18].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address. The IKE_AUTH request message shall contain in "IDr" payload the APN and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

During the IKEv2 authentication and tunnel establishment, UE shall provide an explicit indication about the supported mobility protocol as described in sub clause 6.3.2.
The UE shall support IPSec ESP (see IETF RFC 4303 [22]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [9].
7.2.3
Tunnel modification

This procedure is used if MOBIKE as defined in IETF RFC 4555 [21] is supported by the UE.

When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.
7.2.4
Tunnel disconnection

7.2.4.1
UE initiated disconnection

The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [18]) to disconnect an IPsec tunnel to the ePDG. The UE shall close the incoming security associations associated with the tunnel and instruct the ePDG to do the same by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates closing of IKE security association, and implies the deletion of all IPsec ESP security associations that were negotiated within the IKE security association.

ii)
Protocol ID set to "3" for ESP. The Security Parameters Indexes included in the payload shall correspond to the particular incoming ESP security associations at the UE for the given tunnel in question.

7.2.4.2
UE behaviour towards ePDG initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the ePDG is attempting tunnel disconnection, the UE shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the UE perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the UE shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the ePDG.

ii)
The UE shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a list of security associations, the INFORMATIONAL response message shall contain a list of security associations deleted in step (ii) above.

If the UE is unable to comply with the INFORMATIONAL request message, the UE shall send INFORMATION response message with either:

i)
A NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the Security Parameters Indexes in the message from the ePDG; or

ii)
A more general NOTIFY payload type. This payload type is implementation dependent.

7.3
3GPP AAA server procedures

7.4
ePDG procedures

7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is based on the one described in 3GPP TS 33.234 [5], with the following differences:
· ePDG is substituted for PDG,

· EAP-SIM authentication is not allowed,

· the UE may dynamically configure two types of IP addresses (IPv4 and IPv6),

· instead of W-APN the full APN is transferred.

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG.

Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

The ePDG shall support IPSec ESP (see IETF RFC 4303 [22]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [9].
7.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.

7.4.3
Tunnel disconnection

7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [18]) to disconnect an IPsec tunnel to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request  message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted.

ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given tunnel in question.

7.4.3.2
ePDG behaviour towards UE initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload indicating that the UE is initiating tunnel disconnect procedure, the ePDG shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the ePDG perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the ePDG shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE.

ii)
The ePDG shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The ePDG shall send an INFORMATIONAL response message. This shall contain a list of security associations deleted in step (ii) above.

If the ePDG is unable to comply with the INFORMATIONAL request message, the ePDG shall send INFORMATION response message with either:

i)
a NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the SECURITY PARAMETERS INDEXES  in the message from the UE; or

ii)
a more general NOTIFY payload type. This payload type is implementation dependent.
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